
CSC 207 Assignment 6: Implementing RSA Fall 2009Due: Friday 13 Mar
h 2009Topi
s: I/O, Re
ursion.Collaboration: This homework assignment may be 
ompleted individually or in pairs.Submission: Follow the instru
tions for submitting programs via P-Web and handing in a printed 
opy.Be sure to generate test 
ases and a statement justifying their su�
ien
y. One only one submission(paper and digital) per group is ne
essary.
We have studied re
ursion and some of the mathemati
al theory behind the RSA en
ryption algorithm.Your task in this homework is to 
reate a working implementation of the RSA algorithm to en
rypt anden
rypt messages. You will write a set of three programs
• A key generator for generating publi
 and private keys
• An en
ryption program for 
reating an en
rypted �le using the publi
 keys
• A de
ryption program for de
rypting an en
rypted �le using the private (and publi
) keysYour suite should in
lude any appropriate 
lasses and exhibit good en
apsulation and 
ohesion, making useof design patterns as appropriate.Key GeneratorThe usage for your key generator should bejava RSAKeygen bitLen keynameThe output of this program should be two �les, keyname and keyname.pub, where keyname 
ontains the pri-vate key (everything needed to de
ode a message) and keyname.pub 
ontains the publi
 key (only everythingneeded to en
ode a message, nothing more).It may be helpful if you use Java's serialization to store (and later load) obje
ts as �les. To do this, 
reatean obje
t 
lass whose only members are obje
ts that are serializable (i.e., implements Serializable). Java
an then take 
are of saving your obje
t (i.e., its members) to disk for you (see the Java API for Serializablefor details on how to save and load an obje
t using writeObje
t and readObje
t).Your key generator should use the algorithm des
ribed in Weiss se
tion 7.4.4 to 
reate the appropriatevalues. All integers and mathemati
al operations on them should use BigInteger obje
ts. Note that theBigInteger 
lass provides all the methods you will need.En
ryption ProgramThe usage for your en
ryption program should bejava RSAEn
rypt keyname.pub < message.txt > en
rypted.datIn other words, the only 
ommand-line argument should be the name of the �le 
ontaining your publi
 keyinformation. The message will be read from standard input (System.in) and the en
rypted version writtento standard output (System.out). You will need to 
onvert the input message to raw bytes and interpretthis as a number. To do this, note that System.in is an InputStream obje
t, whi
h will allow you to readindividual bytes from the stream using the read() method. The BigInteger 
lass has a 
onstru
tor thattakes a byte[℄ array.When you have en
rypted the message (a BigInteger), you must write it to the en
rypted �le. You maydo this one of two ways: 1



• Write the en
rypted result expli
itly as a sequen
e of bytes (See ByteArrayOutputStream and itswriteTo) method.
• Use Java's serialization to write the en
rypted result.Whi
hever you 
hoose, your de
ryption program must be able to read the result as a �le from standardinput.De
ryption ProgramThe usage for your de
ryption program should similarly bejava RSADe
rypt keyname < en
rypted.dat > de
rypted.txtOn
e again, the only 
ommand line argument should be the name of the �le 
ontaining your private keyrepresentation. Note that this will have to store everything you need to de
rypt the en
rypted message.The en
rypted message will be read from standard input (System.in) and the de
rypted version written tostandard output (System.out). Note that, depending on whi
h method you used to write the en
rypted �le,you may need to:
• Read the en
rypted result as a sequen
e of bytes (you've already implemented this! )
• Read the result as an obje
t (see the Obje
tInputStream(InputStream) 
onstru
tor)Your de
rypted message (using the algorithms in the book) will again be a BigInteger obje
t. You willneed to write this as a series of bytes to System.out, whi
h should end up being exa
tly the same as theoriginal �le message.txt.Here is a good way to test your program:java RSAEn
rypt keyname.pub < message.txt | java RSADe
rypt keyname > message2.txtdiff message.txt message2.txtOf 
ourse, sin
e you're reading and writing messages as bytes, you 
an en
rypt anything, word pro
essor�les, images, et
. Try it!
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